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Information Security / Cybersecurity Policy
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(0.0) M3IMNIMINGGY (Asset Management)
(0.) msUi:Li‘aumwtﬁmua:naqwﬁumﬁmmsmwmﬁm (Risk Assessment and
Risk Management Strategy)
(o.m) MsUsziiuteslninaznisnadsuiaizszuy (Vulnerability Assessment and
Penetration Testing)

(0.@) M3¥amsglviuinisneuen (Third Party Management)
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lo.0) nsuisiudioya (Information Sharing)

() fudumspmuesnisenessusazihseaisaneumslsaiuasansaumna (Detect)
Tnufinalnuasnszurumaiionsistummmaniifefumnsiuansaadendluusiuazmsauns

(@ fidunsaunasnsudymadeinemsianuisanmumdlaweiuazansaumna
(Respond) Tngasauaquluizos femsluil
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Incident Response Plan)
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https://it.egat.co.th/home/images/docsfiles/Digital-Risk/sar-smf/2567/cybersecurity-itc_2567.pdf



https://it.egat.co.th/home/images/docsfiles/Digital-Risk/sar-smf/2567/cybersecurity-itc_2567.pdf

Third parties management

1.4 msdamsilAusSmIsmgudn (Third Party Management)

1. AovsSuaudu (Responsible) La:din1s:SuNQudU (Accountable) mamsouasnummuuunanacma
nvlsluasuazarsautnAa uidIgiRuSNIsA1gudNd:AIsALduviula a AcwludsuvavusnmisidiAny
UDV NWH.

2. maouuamHuomun31uuunanaonamoImuasua a1sautnA LWoaaAULFEVALAEITDVAUNSITNEY
As:UdUNISIQLAU A1sdoais ua:n1sdildiunisusvRIRUSAISNIguDn tudaanavs:dunls
{RUSAS (Service Level Agreement) HsaloauluuaoammmUwZHusmsmsuan lagdon1HuQdov
Advaivsigazldgangolng oomaIUl._l . .

A. Us:tnnuavglRusnismMeuanildnfivnSwgauuavusmsnaAtyuan AWK, La:AuLIEguaums
SnuAWUUAvUanansnvlsluaSuazaisaultnaA

B. ns: Hu1nuaoﬁTHusmsmauantumsUnUaousmsnammuao AWRW. D1nAgANAIUNMVIBLUDS

C. n:nmaaonma:)uaonuUsmsua Hovlgguniuwaansun

D. &nZuov AW, lUNISasIvanuANULUAvUaDaAuNvlBlUDSIa: aisaultnAuDVRIRUSNS
AguDn

3. asJ>vasuAUgNdavUDVRIRUSMSMeUan3@aandaviudarkuadiuaduluAvUasaiumolsluas
wa:ansauinAlutSauluuavdeunu

4. 19sCpsDVIDUTUUDVANIIVIRADOAIDVAUNSTUNTTDAHUANMVNAKUNEHEDUDUVAUTHL

Link : https://it.egat.co.th/home/images/docsfiles/Digital-Risk/sar-smf/2568/EGAT-CS2568.pdf

https://it.egat.co.th/home/images/docsfiles/Digital-Risk/sar-smf/2568/DT_10_L2_1_68.pdf

lDNESLUUMUBULUAUDVVIU (TOR) vIUFOEDIAFTIVIU W.S.UNISIOEDI0NVUA:USHISWaqNIAST
W.F1. 2560

* AEISUUU... JomKuamssnudnayaniiunoiuau

Link : http://fmdiv.egat.co.th/wp-content/uploads/2026/05/1onaisuUuumeuauluauavIu-amKuamssavidauantuanudu.pdf
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http://fmdiv.egat.co.th/wp-content/uploads/2026/05/เอกสารแนบท้ายขอบเขตของงาน-ข้อกำหนดการรักษาข้อมูลที่เป็นความลับ.pdf
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Business Continuity Plans - Digital Technology EG AT f() r A L L

Link : https://bcm.egat.co.th

EGAT Business Continuity Management & Crisis Management
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1. uwusovsulHaanuaunalulagasna (Incident Response Plan) 91UdU 2 uWu
2. UWUAAUS:UU fu AUEESDV (Disaster Recovery Plan) $7Udu 1uWu

3. UWUUSHKISADUCIDLUDVYNIVSSAD (BCP) 97UdU T UWU
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(ERP Infrastructure)

unuuIMsAMsaLliamgsisszuuaaaneluasens (Private
Cloud)
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Penetration Test / Vulnerability Analysis Scan EG AT f() r A L L
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03 (Penetration Test 2025)

Internal Grey-box Pen

Internal Black-box Pentest
02 Fraeallu Hacker WWwszuvnnely
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“S1gvIUNaaILiuvIUNQddULDN:S:UU (Penetration Test) wa:vuUs:LouGovIH
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(Head of Cyber and Information Security) ASon 3/2568



Escalation process for employees to report incident EG AT f() r A L L
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AnAIWN[BLWUDS (Cybersecurity Incident Response) ua:govon1odiHsu
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‘ : EGATCERT (navoUauamsanuluavlanasnslsiuns)
21A1s N.101 dnvulHed NWH.
‘ Tel. 024364545
email: egatcert@egat.co.th
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EGATCERT moudaifioudufiliaowidn: whh unu Insal Android voddlu 13-
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CVE-202 3 (CVSSv3.1:8.8)
Component) AupxTviAanisfuntaduasu (Remote Code Execution)
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Information Security Awareness Training
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Sasascasenans (PHISHNG EMAN) L Svmnaanars (Phishing E-mall) SEARCH FORUM as
HANGASMISASIVAIIWASHUNMVA LA WLUAY & . Fanndaudodiinwsaind - Digital - Cybersecurty Awareness
Uaoanuluwesaoudwanaonady (Phishing E-mail) roee SRR
F— wWormdingns (o] -] oty e Your progress © reduesactaadRea MK, v istmsaraidhudTud o analPrivac
u AMNCE as ¥
WiSouitadousisur S uaaadttuwad (Cyber
15 - 26 Sioaw 2568
AN THA L L .
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= ry malianser usiuanlaaadutuuay (Cyber Security Operation) Your progress @
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O i :
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promononu D | OB 0 [ T ooty =137 Cyber Security Operation
it luad 1 : oorssusundang wWsuofsaluna
» fn AT es e " e N ¥
b [WaUIUNSHILAUSL AWAREN
- ST —— STl s Bode o miingas
L S e ity 1. wusdhuniBeu
:.. New Quiz responses: 2 15Ua:AY
o e i ' 3 msfududautamsmuaumsidngo
e b e oy 4. anudunodasasisuaondots (Network Security)
:::n';f..m \mﬁln:u-ﬁﬂu\a(hwn-l o l!ll'lll]‘lﬁim'lsﬁuun'lsaau 5. WugumsihsRadoya (Cryptography)
o 5 ) B 6. guoundemolmuds (Cyber Hygiene)
o = < 7. fisanmumolswas (Cyber Threats)
Wiwg Sxzavrdan 1¢ On EEL nummulurmf [Gflmnhms\mm?u 8. asuunigou (Summary)
G0 (R50710,VPN KN DRI SOIT YSHUTRANGOSI0 100X it
| as s
h» 1. SusundusEannadUionuo 8 Hada
b 2 rhuuunoasumeuniSou Sou 15 5o
» Course administration (IS Soua:door 6 12 Ay Sooumsausy)
B8 Grades

L s sl U8 EGAT WIF) humssditou
M, waa-K. 9, 65731 - .

s:uumisiSgudooulald nwi. (EGAT Learning Space) Umsdarhkangasniiugdundiuduavlasanslsluas

dHSuguauavu U
+ dlaHaonadv (Phishing E-mail)

. Ha“nqmsmsufjJﬁmsna‘luJunanaoﬁuImuaé (Cyber Security Operation)
* Hangas Cyber Security for Operation Technology (OT)

* HAangas Digital Literacy Wudu
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Us:=91U 2568 Wiugovnivooulad live.egat.co.th



https://els.egat.co.th/

S1VIUNaANISAOSIVdDU

WydegIIMsaunviuasdIdaaumeiu

filanssu Cyber and Network

Security - Information
Technology (IT)

theufianmsmaluladaiva
(eaun)
fhenagnsinaluladadva
(ann.)

naansavasumaluladarsauma
(nana-n.)

External Audit

AWRK. S0lRTN1sasIoUs:1TUS:UUUSKIsYamMsAIUluAvUaDaAsa1saulnA tivacoaglususov

( Re-Certification Audit ) U 2568 cnuuiagiu ISO/IEC 27001:2022 uduLluQ “FAUEADUWILODS
nWi."laguduluansounauNIsiHUSNS
* Data Center & Infrastructure

* Intranet & Internet

« Application 18U Microsoft 365, Database as a Service, Endpoint Management 1udu

Internal and External Audit

Internal Audit

EGATforALL

KuU28vIUREIeIIMsaIunvIVasIDaaUMelu (Bnau.) Iomluumsmsaoaaunanssu Cyber and Network Security —
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Assessment Report

ELECTRICITY GENERATING
AUTHORITY OF THAILAND
DIGITAL TECHNOLOGY
OPERATION DIVISION

25 (Please rofor to Appendix for details
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Certificate of Registration

INFORMATION SECURITY MANAGEMENT SYSTEM - ISO/IEC 27001:2022

Ths s o certity that ELECTRICITY GENERATING AUTHORITY
LAND DIGITAL TECHNOLOGY

* EGAT ??‘g(‘:*‘;%hal,ﬂ‘iﬁm o,
Nt

11130
Thailand

15 778852
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